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Report on Jamming and 
Counter-Jamming Measures,, 



The following is an attempt to set down in systematic form the 
ideas which have "oeen discussed around the laboratory concerning pos- 
sible means of jamming Radar systems and counter-measures for these. 
Lz a prerequisite to successful ja'aming of a system in use "by an 
enemy, the characteristics of the signals must "be determined so the 
first thing covered will be methods of detection,, Dollowing thin 
different types of jamming methods will be considered with regard 
to their effect on possible radar systems. Finally counter-measures 
for these vill be discussed. 

Tiie problem of detecting Radar signalB is fundamentally easier 
than that cf providing a receiver for the Radar system itself, since 
the signal strength at the target object falls off only as the in- 
verse square of the distance to the transmitter, while the intensity 
reflected back to the tran^ilcter falls off is the inverse power 
of the distance. Therefore receivers for the detection of an 
enemy cysten may be much less sensitive than those used in the f -'^ \-' 
system itself. This advantage is partially counteracted by the "V 
lack of knowledge of frequency of the signals of the enemy, so that 
the detecting set may be required to cover a very wide frequency 
band. There have been at leaBt three types of detecting sets tried 





or proposed so far,, These are: 
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a) Silicon crystal plus audio amplifier, 
h) Sxrperbet receiver ending in phones and output taetsr. 
c) Thermistor "bridge with narrow "band audio amplifier as detectors 
The first of those is suitable only for the detection of modnlated 




sisals such as those of a noise system^ while the last two will -A o c e "Soi^i^- 

NTr; gp.;.,u 

also find CW signals such as those of a Doppler syBtem. The third 011 : 
is incapable of giving any information as to modulation of received 

signals,, since its indications are proportional to received power By . 

pistrihut i o-'/ 

averaged over ^ tine of from 0.1 to 1 second. Avaiiaba < ; - r , 

A set-up of the first typo wan tried at the Arlington Heights 
water tower which is about 5?t miles from K. I. T. The eystem in 



the screen cage on the roof was directed nt the water tower and left 



special 



staticiiiry during the observations* The field equipment consisted of 
two of the battery operated amplifier? used vrith b-avometerD which h-id 
boon arranged tc he operated ^in tandem c Both were used at? t\;o- stage 
amplifiere, giving four stages in all. A pair of headphones wan 
connected to the output. The pick-up consisted of a half-Vive dipole 
feeding a silicon crystal thru a Bhort length of concentric line. 
He tuning or directional elements were used. Signals ver© very easily 
heard in the phones though no deflection of the meter could, be 
observed,. Signals persisted with nearly full Ii: tensity to within about 
3 Inches of the. ground. House* were oh served to cast fairly sharp 
sha\ows 0 By walking back and forth it was shown that, the signal 
strength was fairly constant over a distance of at loart three hundred 
yards normal to the beas. Bad geog^ohy and lack of time precluded 
any nore exact determination of beam size by this jaothrd. Subsequently 
essentially the 6ame equipment was carried in c plane by t"rri.r,gc. 

'I 
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It has since teen found possible to run three of the amplifiers in 
tandem, so that, greater sensitivity nay he attained. Furthermore 
the use of a Roacratelf Belective audio amplifier ouch as the 
General Radio Sonnd Analyzer till give still greater usable gain as 
veil as permit a determination of the repetition rate of the 
signals "being received* It ic also proposed to use a pick-up 
consisting of a dipoie with a novahie reflector raouated hehind it which 
will give 80ir,e directivity and gain as well as pernit rough doter- 
ninotion of v;a~c~length. For more accurate determination of wave- 
length such as would ho required in setting the frequency of a Jamming 
signal s the set-up will he arrangod to permit connection of one of the 
laooratiory wave meters; cither between the dipoie and cryBtal detector 
cr on a "branch to this line. With these proposed improvements it Bcoais 
•likely that there would "belittle difficulty in getting the essential 
is-S oraation about out system necessary to Jan it at distances up to 
twenty milsttc 

An outfit of tho second type is under construction at the General 

Tadio Conpany. The first one being huiit is designed primarily for 
lover frequencies, frora .JO to 1000 sac. roughly although it vill 
vrori: •up to 3000 mc on harmonics at somewhat reduced sensitivity. 
The sensitivity in its intended range If. such that a useahlg de- 
flection vd.ll he secured for- a signal of the order of a few Microvolts 
appliod at the input tominalSo It has an IF amplifier with & hand 
with 2 to 3 laegaeyclos, so that it gives at onco an accurate in- 
dication of the frequency of the oh serve a signal. Ecvevor it ie 
necessary to tune thru the frequency rangs to he covered at a slov 
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enough rate that eignale shall not he ni'T-ed. If one allot;* a 
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rate of 3 mc/ecc/cec for tuning It takes about fifteen minutes to cover 
the range from 100 ac to 3000 mc, and if the further rang© up to 30,000 
mc 1b to "be covered the tins becomes almoet prohibitive,, Therefor© 
it seems that thic outfit must he supplemented by other means which 
cover a vnuch wider portion of the frequency BpectrtBa at once when- 
ever a general eoarch is under way* 

The third type of detecting eyetem ha'a as itc Beneltivo 
element the so-called thermistor, a development of tho Bell 
TelOTibonB Laboratories. The thermistor 1e a seni-conductor euch as 
uranium oxide or nickel-manganese ozide which has a high temperature 
coefficient of resistance. It ie used as a bolometer, the energy 
to he detected being fed into a thermic tor which forme one arm of s 
"wheat a tone bridge,, A second thermistor is in the opposite arm of 
tho bridge to compensate for ambient temperature varlaticno, while 
the other two anae nay be made up of condensers or resistors D The bridge 
is fed by a stable audio-frequency oscillator and the detector conciste 
of a tuned audio amplifier with a band pass a feu cycles wide. Cal- 
culations reported by Coleman indicate that power as little as 10" 11 
to 10 _1 2 wa ttB in the thermistor might be detected,, If reasonably goofi 
efficiency of power transfer from en antenna to the thermistor can be 
obtained,, this should nive vory treat oenrdtivity, typical figure r quotod 
by Coleman being the detection of a 1 watt transmitter at 100 miles. 
Since the indication results from the temperature change of the therm- 
istor, any modulation in .the sifpal beinc detected, which ie more 
rapid then the temperature can follov, trill bo loot. The thermal 
time constant is from 0*1 to 1 second. It Becme likely that the -jTot&jsm „ ".V'^umwrt 
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of getting good energy transfer from the antenna to the thernisto^NCUfw^" 
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lies In the rango around one or two hundred ohmc. Accordingly the dove- 
lopraent i6 to proceed in thie direction. It ie to he carried out under 
ths direction of J. S. Coleman, who ic in Prof. Karrieon'e section 
of the HDEC, and i3 to "begin about August 15. They are to develop 
the unit consisting of the thermistor, bridge, oscillator, and 
amplifier leaving the problen of getting the energy from an antenna 
to the thermistor to us. 

Earing obtained information ae to the signal being need by an 
enemy Eadar ej3tcn, i.e e its wavelength, whether modulated or un-- 
modnlated, if modulated whether pulse or frequency modulation, if 
pulse modulation pulse length and repetition rate, the nert step 
is to provide come sort of Eignal which will prevent the enemy eyctea 
fi*on working. The following categories would seem to cover any 
type of aignal which mi^ht. be useful: 

a) Pure continuousc tfr.ve signals (CW). 

b) AEr.litude-sodulbiied contiauouse wave ( At! CW ) 

c) S"requoncy - rvdulatod continuous wave ( Tli CW) 

d) Amplitude and frtouency modulated (AMFM CW) 

e) Pulee oignale 

This first of these, ae itc acae implies, ccnEiGte of a puse carrier 

at the frequency to which the enemy receiver- ig tuned, of ouch intensity 

as to givo a eignal In the enemy receiver vhich vill paralyze It.. The 

second, third and fourth, inyclve the addition of the indicated 

type of modulation to the carrier. The fifth involves the tran&=> 

mission of pulee signals in answer to those of the easily* perhape delayed 

by nearly the time between 6uccer,nive puleuE so that the jamming 

pulses may appear to come in before ac well ae after the tr^ a {j^?orfty of"v ~c 
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vention of hie obtaining the correct range rather than the complete 
poralyciB of his receiver, and bo might he expected to he more useful 
against fire-control Radar. 

The usefulness of the various types of janmlng is prohahly 
heat discUBBod in terms of their effect on various possible 
types of Radar systems. It seems to bo necessary to Bpecify at 
least three elements of the system, the type of transmitter, the typo 
of receiver, and the method of direction control , whether relatively 
fixed as in search or GL, or scanning as in AX. At least five coia~ 
blnations seem to be useful, and may bo described as follows: 

a) Pulse transmitter, IF rec6ivor, fixed direction. 

b) Pulse transmitter, video receiver, fixed direction. 

c) CV.' transmitter, video (or audio) receiver, fixed direction 

d) Pulse transmitter, IF -receiver, scanning. 

e) Pulse transmitter, video receiver, scanning. 

A sixth combination, a Clf system with scanning, is oiaitter as probably 
being of little practical use. This is in accord with the views of 
ilr r.sea . one of the chief proponents of Ctf systems. Possible systems 
omv.lcying f racier. cy modulation such as the WE absolute; altimeter are 
not considered since they go em to b& of little use in Radar work. 
The receivers are dancribed by the means used in securing most of 
the gain, which har as. important bearing in their susceptibility to 
CW farming . Oar typical AI system is accordingly combination d) 
while the GL eye tens are essentially combination' a) . The various 
combinations vrili nov be die era? sec. one at a tine vtfth regard tn the 
effects of the differont types of janr.ing signals and ouuter measures 



will bo indicated as the discussion proceeds. 
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first type of system, namely one employing pulse '.ranomitter, IF 
receiver, and fixed direction, is susceptible to all of the types of 
Jamming,, The effect of any of the cw methods, whether modulated 
or unmodulated is to furnish eo large a signal at the second detector 
as to make it inoperative for the desired signals. A conceivable counter 
measure in the case of CW or jW CW is the elimination of a hand of 
frequencies containing the interfering signal in the receiver response. 
Circuits for this are available at least in low-frequency narrow band 
amplifiers, but it seems likely that they would seriouuiy degrade the 
performance of a \*ide-band pulse amplifier, with regard to tho sharp- 
ness of pulse and speed of recovery after overload, k .lamming signal 
vhich is frequency-modulated over a range equal to the response of the 
receiver cannot bo eliminated by such a band- rejection scheme. About 
the only ratesdy available here seems to be change of transmitter and 
receiver frequency, Githsr systematically or at random. Development 
work is going on locking towards the 7>roduction of an automatic tuning 
system uhich will automatically keep the receiver tuned to the trans- 
mitter provided the fr^uancy does not vary too far or too rapidly. 
It would seem that shifts of the order of lOmc should be enough to 
counter most jamming signals. If the jamming station atte:npte to 
cover such a vide range by frequency modulation, there will be 
enough of the time when the jamming does not get thru, tho receiver 
so that some signals could be received in the interval 

As mentioned before 5 jamming by poise transmission *.>ul& have 
as itB object only interfering with range determination, This v:c"lf 

be accomplished by having a transmitter on tho t argot object vhieh per au( (, er ;* y c > "StcDbr r 
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from the Radar system comes along. By delaying corao of tho pulses 





"by nearly the time "between successive signals 9 the indicator in the 
receiver could "be made to resemble b whole series of objects, some 
nearer and some further away than the actual target. A possible 
counter measure here is either random or systematic Variation in repet- 
ition rate of pulses. 1Mb would have the effect of making all 
jamming pulses which are returned with long delay appear at a variable 
time in front of the succeeding pulse, so that they would not look 
like a true sharp signal* It would probably be sufficient to make 
the time betv/een pulses say alternately 490 and 510 micro Beconds. With 
such a system the first sharp signal would be the correct one. 

The second type of system, pulse transmitter, video receiver 
fined direction, differs chiefly from the first in that it 1b not 
particularly Bctsceptible to jamming by a pure C"tf signal, Bince such 
a signal will not get "beyond a stage corresponding to the Becond 
detector of a superhet, while the proposed receiver has most of itB 
gain after this point, On the other hand, hand rejection circuits 
would be much harder to apply to Buch _a receiver, although in the 
case of AMCtf jamming it might be possible to eliminate the modulation 
frequency of the jamming signal "by similar means. 

The third type of system, Ctf transmitter t audio receiver, with 
tixed diroction t is exemplified by the set-up used at the Loomis 
lab and those used by Hansen. It is fundamentally different 
from the toher systems' in that it U9es a narrow band receiver. This 
has several important consequences , the most important being that a 
jamming signal must he extremely accurately located in order tr< 
affect the system at all. Furthermore, since the transmitter in this 
r.,"Btem effectively serves as the local oscillator for the receiver, the 



problem of shifting frequency to avoid jamming becomeB much easier. 

Going along with these factorB, there 1b probably greater 
difficulty in detecting such a syBtem to begin with, since the average 
power used is probably about the Bame as in a pulse system, which means 
that the peat power is much smaller, so that with a detection re- 
ceiver which must be wide band to cover the frequency spectrum in a 
reasonable time, the small peak power Is a considerable disadvantage. 
This probably would not be true to such an extent with the thermistor 
bridge as a detector. However, once detected, the frequency of the 
Jamming signal must be much mora accurately adjusted, to within a 
few kc as compared to one or two *mc in the pulse system. 

The fourth type of system differs from the first only in that 
it is scanning rather than fixed direction. This causes no new features 
in jamming or counter- jamming,, except that all methods of jamming 
give away the idrection of the jamming outfit, and with good directivity 
in the Eadar ByEtera it should be possible to work in other directions 
without much interference. 

The fifth type differs from the second again by the use of scanning. 
This addB some susceptibility to jamming by a CW signal, since in 
sleeping past the direction of the jamming, tha. J signal is effectively 
modulated by the directivity pattern of the receiver. It should be 
possible to reduce the lov-f requency response of the receiver to such 
an extent that this modulation is not passed, while the pulses are 
left undisturbed. A Courier serieB expansion of the directional pattern 
of the antenna expressed in proper units would give the energy distribu- 
tion as a function of frequency and so shov/ where such a cut— off thould 
be made. With regard to other types of jamming the situation, • 
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The types of system are shown at the side, while types of jamming 
are shown across the top. The entries in the tahie refer to possible 
counter measures according to the following listc 

1) Random or- systematic variation of transmitter and receiver 

frequency, 

2) Band rejection in receiver. 

3) Eandom or systematic irregularity in pulse repetition 

4) Eaise low frequency cut-off of receiver. 
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tfhere there Is no entry In the table, the type system 1b not 
subject to Jamming "by that means 0 

The following more or less obviouB conclusion' may be lletefl-c 
FirBt, it would be advantageous to have a transmitter that 1b capable 
of frequency shift of the order of 10 mc. and a receiver with auto- 
matic t unni ng that can follow at least that far e Furthermore t a self-, 
synchronous system, rather than on driven from a master oscillator, mpy 
hare advantages in avoiding jamming as well as those connected with 
the use of more efficient modulatorBo Jfinally, work should be done 
on the exact effect of signals of the various typeB and of approxi- 
mately known power on the different types of receiver such aB Earvey 
L t Earvey A and perhaps also an all video receiver which would have 
to be constructed. 



